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Abstract of the contribution: Solution for small data frequent communication added 
Discussion
The solution below proposes a solution for frequent small data communication. The solution includes transmission of both IP based and non-IP based small data, either via T8 API or directly over N6. When small data communication is frequent, it is proposed to use RRC Inactive to optimize signalling when possible. In some MO scenarios Early Data Transmission can also be used for maximum efficiency.  
Proposal
It is proposed to add the solution below for frequent small data communication to the 5G CIoT TR 23.724. 
[bookmark: _Toc476030922][bookmark: _Toc470196727]***** First Change *****
[bookmark: _Toc500949096][bookmark: _Toc500949090]6	Solutions
[bookmark: _Toc500949097][bookmark: _Toc435670436][bookmark: _Toc436124714][bookmark: _Toc484181145]6.X	Solution #X: Small data frequent communication
[bookmark: _Toc500949098]6.X.1	Introduction
Editor's Note:	This clause lists the key issue(s) addressed by this solution.
This solution addresses the key issue #2, Frequent Small data communication.
[bookmark: _Toc500949099]6.X.2	Functional Description
Editor's Note:	This clause outlines solution principles and documents any assumptions made.
6.X.2.1	Architecture
The 5GS is assumed to support functions for small data communication corresponding to EPS. These EPS functions are aka “NIDD procedures” and involves transmission either using the T8 API (see TS 23.682 clause 5.13) or directly over the SGi (see TS 23.401 clause 4.3.17.8.3.3).  
To support small data communication using a T8 API, this solution uses a function/entity which supports a T8 NIDD API on the northbound interface and supports transmission using IP-based and non-IP based protocols on the southbound interface. This function/entity may be an extension with an additional role for the 5G Network Exposure Function (NEF), or it may be a new NF dedicated for small data communication, or it may be a new “standalone” entity. In the figure below, an entity Network IoT Messaging Function is shown. It is referred to as “NIMF” or “NF” in this solution description and may be any of the above three, depending on what SA2 decides.  

Nx

Figure 1: 5G CIoT small data communication
Editor’s Note: 	It is FFS if a small data function is an extension with an additional role for the existing 5G NEF, or a new 5G NF dedicated for small data communication (with or without SBI connection), or a new stand-alone entity. 
The figure shows two approaches to support frequent small data communication with the SCS/AS, either 
-	using T8 NIDD API; or 
-	directly over N6.
The latter, is what TS 23.682 refer to as the Direct Model of communication.  
Roaming is supported by using additional UPF with N9 interface.
[bookmark: _Toc488397057]6.X.2.2	Small data network function
The NF for small data communication is assumed to be located in the operator domain and supports the following interfaces and functionality:
Northbound:
-	On the northbound interface, the Small data network function may support for example the T8 NIDD API as specified in the TS 29.122, see [5]. Also other protocols that the operator may want to offer its IoT customers may be supported (not part of this solution).
-	The objective with the northbound interface is for the operator to be able to offer its IoT customers a simple and unified way to access CIoT devices. The CIoT devices of an IoT customer may sometimes be heterogenous and of diverse types and using different protocol stacks. A single northbound interface/API may still be offered by the NF,
Southbound:
-	The purpose with the southbound interface is to enable small data communication with different types of CIoT devices using different protocol stacks. 3GPP 5G CIoT should not demand the use of a single protocol for CIoT devices, but should be flexible and able to adapt to different protocols that are popular on the IoT market.
-	The southbound interface has a PDU session layer which support PDU Sessions of different types. IPv6 and IPv4 PDU session type shall be supported. PDU Sessions of Unstructured PDU session type (aka “Non-IP”) are also supported.
[bookmark: _GoBack]-	On top of the PDU Session layer can optionally higher layer IoT protocols be used towards the UE, e.g. LWM2M [2], MQTT [4], NIDD RDS [6].
The NF is an entity for store-and-forward of small data. The southbound protocols are terminated in the NF. The NF maps or proxies between the northbound and southbound protocol alternatives above. Depending on which protocols are used southbound and northbound, the NF acts either as an application level gateway (ALG) or as a proxy. That is, supports bidirectional transmission of data according to the protocol options on the southbound interface #2 and #3 and the protocol option on the northbound interfaces in #1 above.
In addition, the NF supports the following functionalities:
-	Lawful Intercept (message based);
-	Charging (message based, i.e. # of CIoT messages);
-	Additional operator IoT services (not part of this solution);
[bookmark: _Toc500949100]If encryption protocols are used as part of the southbound interface/connection, e.g. DTLS [7], the NF may offer LI of unencrypted data. In addition normal user plane based LI and charging also applies, e.g. in UPF, does also apply. Those can be used in both non-roaming and roaming cases.

[bookmark: _Hlk500857577]6.X.3	Support of EPC interworking
Editor's Note:	This clause describes if and how EPC-5GC interworking is supported by this solution.
[bookmark: _Toc500949101]6.X.4	Procedures
Editor's Note: This clause describes high-level procedures and information flows for the solution.
6.X.4.1	Connection establishment
When the UE establishes a PDU Session, as part of the registration procedureAttach or separately, for which DNN configuration indicates small data communication to be used, then the SMF initiates a connection towards the NF corresponding to the "NIMF ID" for that DNN.


Figure 3: N6 Connection Establishment Procedure
1.	The UE requests the establishment of a PDU Session (e.g. as part of registrationAttach or separately). 
2.	An N4 Session Establishment in the UPF is performed as part of the PDU Session Establishment.
3.	A connection is established between the UPF and the NF for the PDU Session. The NF stores the IP address of the PDU Session, the IMSI and the External ID or MSISDN of the UE, the IP version to use (IPv6, IPv4 or Unstructured), and PCO.
For Unstructured PDU Session when point-to-point tunnelling based on UDP/IP encapsulation is used, the UPF stores the forwarding IP address to the selected NIMF (see TS 23.501 clause 5.6.10.3). For PDU sessions of type IP, the forwarding to the NF is controlled by IP destination address used at the higher layer protocol (see e.g. LWM2M [2], MQTT-SN [4]).
Editor’s Note:	It is FFS how the connection between the UPF/SMF and NF is established when the PDU Session is created. 
4.	UL and DL small data transmissions may take place using IP data or Unstructured (Non-IP) data depending on the PDU Session type used by the UE. What higher layer protocols to use are decided by application layer interactions or DNN configuration. Examples of higher layer protocols are Lightweight M2M, CoAP, MQTT, DTLS, HTTP, HTTP/2, XMPP, AMQP, Reliable Data Service (RDS), etc.
5.	PDU Session release is initiated.
6.	The connection between the UPF and the NF is released. The NF removes the stored IP address of the PDU Session, marks the UE as inactive, and closes the connection for small data transmissions to/from the UE.
7.	The N4 Session is released in the UPF.

6.X.4.2	Transmission of Unstructured data (NIDD) 
In this procedure the UE supports a NIDD client [1], for delivery of Unstructured (Non-IP) data. The SCS/AS in the figure below, sends and receives messages to/from a given UE identified by an External Identifier or MSISDN. The UE has an Unstructured PDU Session activated and the message on the T8 API is mapped to DL non-IP data PDU or from UL non-IP data PDU delivered to/from the UE. 
For the Direct Model case, the DL and UL data PDUs are passed directly between the UPF and the SCS/AS. 


Figure 4: Mobile Terminated NIDD procedure
1.	The SCS/AS sends a MT Submit Request with small data using T8 API to the NF. 
2a.	The NF determines the UE based on established connections and the External Identifier or MSISDN included in the MT Submit Request. The NF makes authorization and quota checks. 
2b.	If there is no established connection corresponding to the External Identifier or MSISDN, the NF may either:
-	send a MT Submit Response with appropriate error cause value and stop the flow at this step; or
-	perform device triggering towards the UE to establish a connection.
3.	The NF sends a DL data PDU towards the UE using the IP address associated with the connection established by the UE (see clause 6.X.4.1).
4.	If the NF expects no acknowledgement on the message sent in step 3, the NF sends a MT Submit Response to the SCS/AS informing that an unacknowledged transmission to the UE has been made. 
5. 	An UL data PDU is sent by the UE and received in the NF. The NF determines if the received UL data is an acknowledgement of the DL data in step 3 or not. 
6.	If the UL data PDU in step 5 is an acknowledgement, the NF sends a MT Submit Response to the SCS/AS informing that an acknowledged transmission to the UE has been made. Otherwise if the UL data PDU is not an acknowledgement, the NF proceeds according to the Mobile Originated NIDD procedure below.


Figure 5: Mobile Originated NIDD procedure
1.	The UE sends a UL data PDU with small data which is forwarded to the NF based on previously established connection to the NF, i.e. the NF address stored in the UPF for the PDU Session (see point-to-point tunnelling based on UDP/IP encapsulation in TS 23.501 clause 5.6.10.3).
2.	The NF sends a DL data PDU with an acknowledgement if required. 
3.	The NF forwards the received UL data using a MO Indication to the SCS/AS associated with the connection established by the UE. 
4.	The NF receives an MO Acknowledgement from the SCS/AS.
 
6.X.4.3	Transmission of IP data 
In this procedure the UE supports IP based communication and typically has an application client for small data communication. Such a client may e.g. support security (e.g. DTLS), device management and name based/object based information management (see for example [2] and [4]). The SCS/AS in the figure below, sends and receives messages to/from a given UE identified by an External Identifier or MSISDN. The UE has a PDU Session of type IPv6 (or IPv4) activated and the message on the T8 API is mapped to DL data PDU or from UL data PDU delivered to/from the UE. 
For the Direct Model case, the DL and UL data PDUs are passed directly between the UPF and the SCS/AS. 



Figure 6: Mobile Terminated IP data procedure
1.	The SCS/AS sends a MT Submit Request with small data using T8 API to the NF. 
2a.	The NF determines the UE based on established connections and the External Identifier or MSISDN included in the MT Submit Request. The NF makes authorization and quota checks. 
2b.	If there is no established connection corresponding to the External Identifier or MSISDN, the NF may either:
-	send a MT Submit Response with appropriate error cause value and stop the flow at this step; or
-	perform device triggering towards the UE to establish a connection.
3.	The NF sends a DL data PDU towards the UE using the IP address associated with the connection established by the UE (see clause 6.X.4.1).
4.	If the NF expects no acknowledgement on the message sent in step 3, the NF sends a MT Submit Response to the SCS/AS informing that an unacknowledged transmission to the UE has been made. 
5. 	An UL data PDU is sent by the UE and received in the NF. The NF determines if the received UL data is an acknowledgement of the DL data in step 3 or not. 
6.	If the UL data PDU in step 5 is an acknowledgement, the NF sends a MT Submit Response to the SCS/AS informing that an acknowledged transmission to the UE has been made. Otherwise if the UL data PDU is not an acknowledgement, the NF proceeds according to the Mobile Originated NIDD procedure below


Figure 7: Mobile Originated IP data procedure
1.	The UE sends a UL data PDU with small data which is forwarded to the NF by higher protocol layer destination IP address of the NF and based on previously established connection to the NF. 
2.	The NF sends a DL data PDU with an acknowledgement if required. 
3.	The NF forwards the received UL data using a MO Indication to the SCS/AS associated with the connection established by the UE. 
4.	The NF receives an MO Acknowledgement from the SCS/AS.

6.X.4.3	Radio optimizations
6.X.4.3.1	RRC Inactive with MO transmission 
An optimized data transmission for small data can be achieved using the 5G RRC Inactive state for the E-UTRAN UE (e.g. a LTE Cat-M1 UE or an NB-IoT UE) connected to the 5GS5GC. RRC Inactive is supported in 5GS from Rel-15. 
The RRC_INACTIVE feature can transmit small data without necessarily performing a full state transition to RRC_CONNECTED (see TR 38.804, Annex G). 



Figure 8: RRC Inactive with MO transmission 
1-3. The RRC connection is moved from inactive to active.
4.	The UE sends a UL data PDU with small data to the eNBRAN. 
5.	The eNBRAN forwards the UL data PDU to the UPF, which forwards to NF based on PDU Session information stored at UPF for Unstructured PDU Session or based on IP addressing for PDU Session of type IP.
6-7. The NF may respond with a DL data PDU, e.g. an acknowledgement, which if forwarded to the UE by the eNBRAN.
8.	The eNBRAN suspends the RRC connection to inactive mode after a RAN specific timeout.
9.	UE enters RRC Inactive mode.
10-11.  The NF forwards the received UL data using a MO Indication to the SCS/AS associated with the connection established by the UE and receives an MO Acknowledgement from the SCS/AS.

6.X.4.3.2	Early Data Transmission with MO transmission
A very efficient data transmission can be achieved for one of the most frequent small data transmissions scenarios, i.e. one UL message (acknowledged or unacknowledged). Acknowledgements, if used, are often generated by a protocol layer on NF southbound interface. The NF is assumed to be dimensioned for low latency response of small data communications, allowing the potential acknowledgement to be included as Early Data Transmission in the RRC Command message. This enables low delay communication and reduced UE power consumption with a minimum signalling. 


Figure 9: Early Data Transmission with MO transmission 
Editor’s Note: The details of the Early Data Transmission sequence is FFS and dependent on RAN decisions.
0.	A UE decides to send a small data sensor value to the SCS/AS. 
1.	The UE is in RRC Inactive and before the UL data PDU can be transmitted a resume of the radio connection is invoked
2.	The UL data PDU is included as Early Data Transmission with the RRC Resume Request. 
3.	The eNBRAN finds the UE context using the Resume ID and forwards the UL data PDU on the N3 interface to the UPF, which forwards the UL data PDU to the NF.
4.	The NF may respond with a DL data PDU, e.g. an acknowledgement.
5.	The eNBRAN receives the DL data PDU before the RRC respond timer expires in the eNBRAN and includes the DL data PDU as Early Data Transmission with the RRC Command sent to the UE. 
6.	The RRC connection is suspended to Inactive mode.
7.	The NF forwards the received UL data using a MO Indication to the SCS/AS associated with the connection established by the UE. 
8.	The NF receives an MO Acknowledgement from the SCS/AS.
6.X.4.4	Power saving states and MT transmission
Editor's Note: Dependent on progress of KI Power Saving Functions and KI High Latency Communication.

[bookmark: _Toc500949102]6.X.5	Impacts on existing entities and interfaces
Editor's Note: This clause describes impacts to existing entities and interfaces.

[bookmark: _Toc500949103][bookmark: _Hlk500857602]6.X.6	Evaluation
Editor's Note: This clause provides an evaluation of the solution.
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